(%

CRYPTOCard

CRYPTO-Server™

3rd Party
Integration

6.X

Check Point FW-1/VPN-1 NG/FP3

Implementation Guide

Copyright

Copyright © 2006, CRYPTOCard Corp. All Rights Reserved. No part of this publication may be
reproduced, transmitted, transcribed, stored in a retrieval system, or translated into any language in
any form or by any means without the written permission of CRYPTOCard Corp.

CRYPTOCard



CRYPTOCard

Check Point VPN-1 NG/FP3 Overview

This documentation is an overview and necessary steps in configuring Check Point VPN-1 NG/FP3 for
use with CRYPTO-MAS and CRYPTOCard tokens.

Check Point VPN-1 NG/FP3 is used to create an encrypted tunnel between host and destination.
CRYPTO-MAS works in conjunction with the Check Point VPN-1 NG/FP3 to replace static passwords
with strong two-factor authentication that prevents the use of lost, stolen, shared, or easily guessed
passwords when establishing a connection to gain access to protected resources.

With CRYPTO-MAS acting as the authentication server for a VPN enabled resource, an authenticated

connection sequence would be as follows:

1. The Firewall / VPN logon prompts the user for their logon name and their CRYPTOCard
generated PIN + One-time password.

2. The incoming RADIUS authentication request is relayed over to the CRYPTO-MAS Server. This is
shown in Figure 1 below.

Listening on port The Internet
1812 & 1813 UDP

ncoming Authentication
Request
{Username and PIN +

RADIUS authenticatio One-time password)

forwarded to
CRYPTO-MAS Server
for validation

Check Point
FireWall-1 / VPN-1

Figure 1 — RADIUS authentication request is relayed to the CRYPTO-MAS Server

3. The CRYPTO-MAS Server examines the incoming packet. If the user exists, it then checks the
token associated with the user for the expected PIN + One-time password.
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4. Once the PIN + One-time password is verified against the user’s token and it is valid, it will
then send an access accepted. This is illustrated in Figure 2 below.

The user does not exist, or the PIN + One-time password is incorrect it will send an access reject.

Listening on part The Internet
1812 & 1813 UDP

User gains access
to the company's
internal network if
received accept
access

|CRYPTO-MAS
Server returns an access

accept or reject

Check Paint
Firewall-1 / VPN-1

N /

Figure 2 — The CRYPTO-MAS Server responds with an access accepted or rejected.
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Compatibility

For compatibility issues with Check Point and this documentation, please configure and use Check
Point VPN-1 version NG/FP3. All revisions after NG/FP3 have not been tested.

Prerequisites

The following systems must be installed and operational prior to configuring Check Point to use
CRYPTOCard authentication.

= Ensure that end users can authenticate through Check Point VPN with a static password before
configuring Check Point to use CRYPTOCard authentication.

= Aninitialized CRYPTOCard token assigned to a valid CRYPTOCard user.

The following CRYPTO-MAS server information is also required:

Primary CRYPTO-MAS RADIUS Server Fully Qualified
Hostname or IP Address:

Secondary CRYPTO-MAS RADIUS Server Fully
Qualified Hostname or IP Address (OPTIONAL):

CRYPTO-MAS RADIUS Authentication port number:

CRYPTO-MAS RADIUS Accounting port number
(OPTIONAL):

CRYPTO-MAS RADIUS Shared Secret:
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Configure Check Point FW-1 and VPN-1
The following steps are required to complete the configuration of the FW-1 and VPN-1

= Configure the RADIUS server port (default 1812)
= Enable RADIUS Authentication.

= Configure the VPN-1 settings & IKE Encryption

= Create an authentication group

= Add CRYPTOCard users in FireWall-1/VPN-1

= Configure the Rule Set

Configuring a RADIUS port in Check Point FireWall-1 /7 VPN-1

Check Point FireWall-1 / VPN-1 needs to be
configured to use port 1812 so it can exchange _
RADIUS packets with the CRYPTO-MAS Server.  Services:
Shaw: If-"-” j

By default Firewall-1 uses port 1645. The RADIUS I y -
standards group has since changed the official port 9 PETELECOMMUTE FlisSyn B
value to 1812. Newer O/S releases have implemented 9 pop-2
port 1812 for RADIUS. £ pop-3

i PrTP o

L) pptp-top

7 S

Hew... | Remaove

LCloze |
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Defining the RADIUS Workstation in Check Point FirewWall-1 /7 VPN-1

Define the IP Address of the CRYPTO-MAS Server on the Check Network Objects i E
Point FireWall-1 / VPN-1 machine. Fill in the information for the = Network obiects:
CRYPTO-MAS RADIUS server obtained from the prerequisites Show: | Al v More s
section. %M e j
=7 Internaliet
£r Localhdaching
Office
[ poc2k =l
From the Check Point SmartDashboard, Select Network Objects e, SR | Edit.. |
from the Manage Menu: T y— y————
° Click New Interoperable Device. ..
. Node —  Metwork...
Dornair. ..
e Host :
O35E Device, .,
e Under General Properties, enter the Host Node Properties: Group v
° Name Logical Server ...
e IP Address of CRYPTO-MAS Server AIEICES TR,
Dwnamic Object. ..
° golrnment WoIP Domains 3
. olor
e Click OK
e Then Close
Hostrode -casyraoius I ]
[ GoreralPropeti=z  Host Hode - General Properliss
T opology
AT s ﬁ
fabvirsind Padmes [152 165718 | G adkdwsz |
Comment:  [REDILS Seiver Hode
Cooe | — -
oF, | Cancd | | ke |
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Defining the RADIUS Server in FireWall-1/VPN-1

On the system that is running Check Point FireWall-1 / VPN-1, you will need to define the CRYPTO-
MAS Server machine (IP Address).

From the Check Point™ SmartDashboard, open: %]
Manage Menu - Servers:
= Choose Servers Show | Al |
= In the Servers window, click New T
= Select RADIUS -
Mew... Remove | Edit... |
RE@IUS Group. .. Hel
TACALCS... LI
Define the CRYPTO-MAS Server Properties: RADIUS Server Properties - RADIUS_Server x|
= Name.
= Comment. Gieneral |
= Color.
= Host (this should be the Host Node e IHAD"'IS‘SEW
you (_Jleflned in the previous section) Comment |EHYF'TDEardEas}IHADIUS Sefvel
= Service (NEW-RADIUS may be
selected if the RADIUS server is Colar: I—j
using port 1812). 1
» The Shared Secret entered must .
match the Shared Secret that is Hos: Ig sesyi DU j LI
defln_ed in the Prerequisites section. i I“w ; j
= Version — NEV/RADLIS

=  When choosing your RADIUS

. Shared Secret; [
protocol version, you can select

RADIUS Version 2.0. =
=  Click OK, then Close Priaiity: [ Hﬂﬁ

IDKll:anc:sI]Habl
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Click the Policy menu then choose Install.
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File Edt Wiew Manage Rules  Policy SmartMap  Search

o) B &
| 225 1= || Ehsnertoeter
ol a | a
= {A] Users ard Administrakors
| =] Administrators
Admintstratans Groups
Exbarnal Liser Frafiles
=12 Groups
8] Lowe Groups
) o] Terrplatas
E- Isars

Werify, .,

LT .

Bocess Lists...

Install Catabase. ..

Policy Inatallation Targets. ..
Wiew Poloy of.,,

Cormmert bo

Manapen=rt High Avalsbite. ..

Smartefense...

Giobal Propartias..

Window Help

-

SE

| @

Enabling RADIUS Authentication on FireWall-1 /7 VPN-1

From the Check Point SmartDashboard Go to the Manage Menu and choose:

¢ Network Objects

e Select the FireWall-1 / VPN-1 object (in this case it's win2k-8)

e Click Edit

Under General Properties:
e Select Authentication

e Verify the VPN-1 & FireWall-1 Password and RADIUS boxes are checked

¥ PN & Firew/'al-1 Password

I‘5 _% Mirutes

=

Network Objects || Authentication
— Metwork, objects:
- Enabled Authenfication Schemes:
Shaw: I'g_-‘” j More ==
- [~ Sey
i Auxiliaryhet
%5 DMZNet [~ SecurlD ¥ RADIUS
[ EssyRADIUS ™ 0S5 Password I TACACS
% Internalhst
% LocalMachine Authentication Setings:
Llzes Authenticaton s2ssion tmeout
[T Enable wak mode for Chent Suthentication
Authentication Failure Track: IPnpq:- Alert
Hew. . | Rermove | Edit... I
HTTF Secunty Server
Close I Show | Help I [ Use Mext prosy Haost; J
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Configuring the VPN-1 settings & IKE Encryption

The following steps allow the Ed|
SecuRemote end-users to download vm
. Fit L H
the VPN-1 topology from the Firewall, ol e
and to encrypt connections to the HAT s
R = PN o
Inside network. VPN
Pt fisenes
From the Firewall-1 / VPN-1 network s
object, under General Properties Sraaityien Moo Aad. | Rencee |
. Usmutausthosty S
choose: Leeit mw.::m
° VPN = Logs =nd Hasler rmmwdm|
B Loty Dptivizal
*  Select your VPN Community S dhoeeed |
(RemoteAccess) IMTF rr—
Click ‘Traditional mode ey N T i
M N . . Conrechion Paisih Supoot key exchangs ancipohion vilh - - Supoont et inbagrty v
configuration Palishct oo
e Place a check in the box next
to ‘Exportable for
SecuRemote/SecureClient’.
] | x  Expostabls for SecuF enctn/SecuneCisnt

OE | Cancal Help |
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In the VPN section under General Properties verify that a Certificate exists in the Certificate List. Verify
that Hybrid Mode Authentication has been enabled. Select Policy, Global Policy, Remote Access, VPN —
Basic. Under Support authentication methods verify that Hybrid Mode has been checkmarked.

Check Point Gateway - win2k-6: x| Global Praperties |
General Properties VPN (& Fiewall  ¥PN-Basic
Topology This module patticipates in the following VPN Communities - NAT - Network Addres:
E_C:r: Myintranet . :c;“ﬁ":;:m” Support authentication methods
ot evonesd VPR et ¥ PreShared Secre! [For SecuRemole/SecureClient users)
Flemote Access e Aceess
Exianet - Basic
- Authentication PN - Advanced [ Public Key Signatures
- Logs and Masters i, (iliizns Cetficates
- Capacity Dptimization - Secure Configuratic [¥ Hybiid Mode (WPN-1 & FieWall1 authentication]
Advanced . Eaily Versions Com

Traditional made configuration. Extranet Management |
IKE over TCP

LDAP Account Manage

Smarttap ¥ Gateways suppart IKE over TCP

Certificate List Management High &va
Nickname | DN Certfficate Authorlt E;";f;'f:g”;cwit ¢ IPoomprsssion
testing CN=win?kE VPN Cortificate...  intemal_ca c i fns el S
g A|:| 5 el 1P sl o Semratiat
SmatDashbosd custol |
4] | |
¥ Enable load ditibution for Mulliple Eniry Points configurations (Fremole Aoess
add. | Edt. | Remove | cornections)

Ok Cancel Help 0K | Cancel Help

Creating an Authentication Group (VPN-1)

From the Manage Menu, select: This group will be used to reference all users being
e Users and Administrators authenticated the CRYPTO-MAS Server. In the Group
e Click New Properties box enter the:
e Select Group ¢ Name
e Comment
e Color for the group
e Click OK
Users and Administrators | Group Properties - SecuRemote x|
— Uzers and Administrators —————————— Mame: W
Shaw: | Al j Comment IEHYPTDEard SecuRemote VPN Users

= Default Color I- -
Wiew: A - Yiew expanded group... |

Mot in Group: In Group:

Add > |
< Remove |

Mew... Femave | Edit... I

User by Template 3

Adrniniskrator ... Help |

Adrniniskrators Graup. ..

~  External User Profile 3
Ok I Cancel Help

LDAP afttp.. .
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Adding CRYPTOCard Users in FireWall-1 /7 VPN-1

CRYPTOCard token users can be configured to use RADIUS authentication in two methods on the
FireWall-1 / VPN-1. Each CRYPTOCard token user can be added to the FireWall-1 / VPN-1 database
individually, or a generic user entry can be configured. Use the method that best meets your network
authentication requirements.

In the Check Point SmartDashboard, select: In the User Template Properties dialog box, under the
e Users and Administrators from the General Tab, define:
Manage Menu e Login Name
e Click New e Click the Personal Tab
¢ Template ¢ Define Expiration Date
¢ Comment
Users and Administrators E x| L] Color
—Uzers and Adminiztrators: User TemplatekEOHEEN ]
Show: |4l j Location I Time I Encryption I
General | Perzonal I Groups I Authentication
Login M ame: IDutsideUsers

Mew... Fiemove Edit... |

User by Template 3
Administrator, .. Help |
Administrakors Group. ..
External User Profile 3
Group...

LDAP group, ..

|_reie_y | K| Coced | Hep
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Click on the:

Groups Tab

Select the SecuRemote group
Click Add button

Click on the Authentication Tab

x|

Encryption I

User Template Properties - DutsideUsers

Time |

Lacation I
Groups |

General I Perzonal Authentication

Available Groups Belongs to Groups

Narne

Marne

< Remaove |

Define the Authentication Scheme as RADIUS
Select the RADIUS Server that’s created in the previous section

User Template Properties - DutsideUsers

Location I Time

General I Perzonal I Groups

Authentication Scheme:

FADILS

Encryption
Authentication

— Settings:

Select a RADIUS Server or Group of Servers:

Ii@ RADIUS_Server vl

Cancel Help

KN — 7] | | i
QK | Cancel | Help | Ok I
Click on the:
e Location Tab and Time Tab
e Define these settings as per your network security policy
e Select the Encryption Tab
e Check the box to the left of ‘IKE’
e Click the Edit button to configure the IKE Encryption settings
e Select the Encryption Tab to validate the Encryption Algorithm
e Click the Install button to add the user to the FireWall-1® user database
e Close Users and Administrators dialog box

x|

IKE Phase Z Properties

Authentication Encrypti0n|
Uze the Encryption Properties:

" Defined in the Remate Access VPN page of the Global Properties window
& Defined below

|3DES 'l

& GHAT

E ncryption Algorithm:

[rata |ntegrity:

MDA

o]

Cancel Help

CheckPoint FW-1/VPN-1 Implementation Guide

User Template Properties - OutsideUsers

General I Persanal I Groups

Location I Time

Authentication
Encryption

Client Encryption Methods

Edit... |

Successful Authentication Track:
£ None

I

 Alert

CRYPTOCard

x|
|

Cancel

o ]

Help
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Configuring a Generic User Entry

External User Profile Properties

Users and Administrators | ES
%A : Lacation | Time | Encryption |
From the Users and - Users and Administrators: General | Pesonal | Groups | Authentication
L . . Shaw: |4l 4|
Administrators window: = e e W Bt s e s el o e
. = Default i the intermal Users Database or any known LDAP Account Unit and
° Click New » e it crap el B e Uk e
o Wilzon
e External User Profile 2, OutsiceUsers e
L]
e Choose Match all users = Ve

Mew... Femove | Ediit |

User by Template »
Administrator. ., Help
Administratars Group. ..

Match by domain...

Group. ..
LDAP group, ..

Template. .. 0K | Concel | Hep

In the External User Profile Properties window: Louauunl [ | Encypion
General Personal roups Authentication
e Select the VPN tab then

Available Groups
e Add the appropriate Group

External User Profile Properties x|

Belongs to Groups

name name

S EE——
i
< Remove:

oK Cancel Help
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| I
General | Pesonal | Groups | Authenticaton | Location | Time: | Encryption |
Location | Timne Ercryption Geneal | Personal | Groups Authentication
On the Authentication tab el Enciyption Methods |
choose: e B
¢ RADIUS as the
Authentication Scheme
° Select the RADIUS Select a RADIUS Server or Graup of Servers,
Server ’—Eu{c:ce;sof:leAuthenPEaEi;Tuack T‘ ﬁe Prr—
e Select the Encryption
tab
e Place a checkmark in
IKE

oK Cancel Help 0K | Concel Help

Creating a FireWall-1 / VPN-1 Rule Set

Below is an example of two simple rule sets that will require users to authenticate with CRYPTOCard
tokens. Configure the rule sets as per your network requirements.

Security - Standard |"é Address Translation - Skandard | e WM Manager | Qo5 - Skandard | 01 Desktop Security - Standard I

LEE ht
,27‘! external@sny * Any X Any TCE ftp e User Auth Log Gateways
TCP telnet
IEE ftp
2 | =% SecuRemcte@AI| % Any * Any TCP hitp {E) Cliert Auth Loy
TCP telnet

The first rule states that anyone in the group External is must be ‘Authenticated’ to be able to

use HTTP, FTP, or Telnet. Authentication may be via RADIUS or FireWall-1's internal
database.

The second rule has the SecuRemote group that contains users configured to use RADIUS as
their authentication method when using the FTP, HTTP, or Telnet services.

Once you have established your rules, connect to the service using a CRYPTOCard username and
response generated from your token.

CheckPoint FW-1/VPN-1 Implementation Guide 13
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Connect using SecuRemote

After installing SecuRemote /Secure Client and configuring it to connect to the VPN-1 / FW-1 gateway,
the end-user will be able to connect to the gateway using their CRYPTOCard token.
Using the connection configured above, launch the SecuRemote connection.

Enter the CRYPTOCard username then click Enter the PIN + One-time password in the password
connect. field, and click OK.

%, Check Point ¥PN-1 SecuRemote Connectio x|
Q\:.Eheck Point ¥PN-1 SecuRemote Connectiol x|

L3 Check Point :
Check Point

SOFTWARE TECHNOLOGIS LTD
We Secure the Intemet - »4') = :
. SOFTWARE TECHNOLOGIES LTD:
g nternet u_)
3 *
: N

Authentication

|<‘l.> Please respond to the prampt below.

Lzer hame: IJWlIsorJ
Authentication
Password I
) User name: IJWiIson
Connection
Prampt: paszsword:
Location Profile: IHemote Office j
Fesponss: senssane
Destination: Iwin2k-1 j I
[~ Use Dialup: I j
I Usze Diakup: I j

Lonnect I Cancel=115 W ptiots )l

LConnect I Canicel | Optiors )l

Once the VPN-1 / FW-1 gateway has verified the username and password with the
CRYPTO-MAS Server, the secure tunnel will be established.
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Solution Overview

Summary
Product Name Check Point VPN-1
Vendor Site http://www.checkpoint.com/
Supported VPN Client Software Windows VPN Client (Windows Default
Check Point VPN-1 SecuRemote Connection Client
Authentication Method RADIUS Authentication

Supported RADIUS Functionality for Check Point

RADIUS Authentication Encryption | PAP

Authentication Method One-time password
Challenge-response
Static Password

New PIN Mode User changeable Alphanumeric 4-8 digit PIN
User changeable Numeric 4-8 digit PIN

Trademarks

CRYPTOCard, CRYPTO-Server, CRYPTO-Web, CRYPTO-Kit, CRYPTO-Logon, CRYPTO-VPN, are either
registered trademarks or trademarks of CRYPTOCard Corp.

Microsoft Windows and Windows XP/2000/2003/NT are registered trademarks of Microsoft

Corporation. All other trademarks, trade names, service marks, service names, product names, and
images mentioned and/or used herein belong to their respective owners.
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November 29, 2006 Minor Revision
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